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• Ph.D. Candidate at University College London (UCL)  

• Related Publications: 

• Examining Newly Registered Phishing Domains at Scale. 
WEIS’25. (2025).  

• 'Hey mum, I dropped my phone down the toilet': 
Investigating Hi Mum and Dad SMS Scams in the United 
Kingdom. USENIX Security Symposium. (2025). 

• Poster: A Comprehensive Categorization of SMS Scams. 
ACM IMC’24. (2024)
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SMS Phishing aka Smishing

News Article
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Current Landscape
• Proofpoint’s yearly report shows smishing attacks have significantly increased over the years.   

• US FTC reports $470 million loss to text scams with $129k just towards Toll Scams in 2024.*

* https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2025/04/top-text-scams-2024 5
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Current Landscape
• Proofpoint’s yearly report shows smishing attacks have significantly increased over the years.   

• US FTC reports $470 million loss to text scams with $129k just towards Toll Scams in 2024.* 

• The research community lacks open-access up-to-date smishing dataset that could help identify 
scammers’ strategies. 

• MNOs is limited countries like the UK have implemented spam filtering solutions, but are restricted to 
SMS.  

• While certain MNOs and governments have rolled out user reporting services (7726/one-click 
reporting), the exponential increase in user reports has led to additional noise due to spam.

* https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2025/04/top-text-scams-2024 7
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Motivation
• Honeypots provide timely and accurate smishing data. 

• Identify new smishing campaigns. 

• Understand evolving scammer strategies.
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Smishing 
Honeypot: 
Infrastructure
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• GoIP-8 (GSM VoIP Gateway) 

• Ubuntu OS installed in a commodity 
PC with a monitor
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Smishing 
Honeypot: 
Infrastructure
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• GoIP-8 (GSM VoIP Gateway) 

• Ubuntu OS installed in a Commodity 
PC with a monitor 

• 10 Smartphones (Android and iOS) 

• USB Power Supply (10 outlets - 40W)
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Smishing Honeypot: Seeding
• Generate synthetic personas using an open-source Python package - 

Faker.*

* https://github.com/joke2k/faker 11
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Seeding: Creating Personas on Social Media 

• Create social media accounts using the synthetic personas. 

Publicly display name, profession, address, and mobile numbers in the 
profile/bio information.
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• Generate synthetic personas using an open-source Python package - 
Faker.* 

• Create social media accounts using the synthetic personas. 

Display name, profession, address, and mobile numbers in the profile/
bio information as public.

* https://github.com/joke2k/faker 13

Seeding: Creating Personas on Social Media 

https://github.com/joke2k/faker
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Seeding: Posting on Social Media
• Generate synthetic personas using an open-source Python package - 

Faker.* 

• Create social media accounts using the synthetic personas. 

Display name, profession, address, and mobile numbers in the profile/
bio information as public.

* https://github.com/joke2k/faker 14

Regularly post in English/German (based on the persona): `Hi my name 
is …’ along with the mobile number and its country code.

https://github.com/joke2k/faker
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• Generate synthetic personas using an open-source Python package - Faker.* 

• Create social media accounts using the synthetic personas. 

Display name, profession, address, and mobile numbers in the profile/bio 
information as public. 

Regularly post in English/German (based on the persona): `Hi my name is 
…’ along with the mobile number with the country code.

* https://github.com/joke2k/faker 15

Seeding: Posting on Social Media
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Seeding: Sharing Mobile Numbers as Lists
• Post all mobile numbers as a list (paste) over online clipboards. 

Make the paste public and available for a year so it is accessible to 
scammers. 
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Seeding: Replying to Identified URLs/Numbers 

• Enter the honeypot mobile numbers into 
identified smishing URLs. 

• Reply to identified smishing texts and 
mobile numbers. 
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Results: Overview
• As of May’25, we have collected more than 120 smishing texts over SMS and other 

encrypted medium - RCS/iMessage. 

• We also receive 117 missed calls from plausible scammers. 

• We observe various sender IDs - mobile numbers, emails and alphanumeric short-
codes that scammers abuse to send smishing texts. 

• We identify both conversational and non-conversational scams in our data. While 
conversational scams lead to APP fraud, non-conversational scams result in 
unauthorized fraud.
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To evade detection, criminals send smishing 
texts over encrypted medium - iMessage 
and RCS.
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Complete Article

Smishing victims 
to steal credit 
card data, 
abused towards 
card-not-present 
(CNP) fraud.
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Case Study 1
Law enforcement agencies send alerts to 
victims whose details have been identified in 
seized criminal databases.
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Case Study 1: Met Police
Law enforcement agencies send alerts to 
victims whose details have been identified in 
seized criminal databases.

News Article
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Case Study 1: Our Honeypot Results

24



Department of Computer Science

Case Study 1: Our Honeypot Results
This text from the Metropolitan Police in the UK verifies the success of our mobile number 
seeding methodology.
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Case Study 2

* IMSI - International Mobile Subscriber Identity

Criminals abuse SMS blasters/Fake 
Base Stations/ IMSI* catchers to 
broadcast smishing texts. 
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Case Study 2: Incidence of SMS Blasters
Criminals abuse SMS blasters/Fake 
Base Stations/ IMSI* catchers to 
broadcast smishing texts. 

* IMSI - International Mobile Subscriber Identity

Complete Article
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Case Study 2: SMS Blasters in a Moving Van

Source Article
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Our Honeypot Results

Timestamp Sender ID Text

20/05/2024 18:19 GOV_UK

Our records show that your tax 
refund of £267.78 can now be 
claime. Please continue via: 
https://govuk.hmrc.personal-
tax.top 

Smishing texts impersonating UK Government 
using GOV_UK sender ID received on 
German mobile numbers at the same time 
indicates SMS blaster abuse.
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We notice a similar campaign 
with a different domain on 
German mobile numbers that 
we spotted on Jan, 21 2024 
also indicating abuse of SMS 
blaster.
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Our Honeypot Results
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Key Takeaways
• Smishing is a continuously evolving cybercrime affecting users worldwide. 

• There is a lack of up-to-date publicly available datasets to study this threat. 

• Our smishing honeypot provides timely, accurate and complete smish. 

• It is possible to reproduce or/and scale the current infrastructure. 

• The results support the efficiency of our seeding mechanisms.

sharad.agarwal@ucl.ac.uk                                                                                                                            https://sharad1126.github.io 
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