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SMS Phishing a

S

Revolut >

Text Message
Today 21:09

Your new debit card is on the

way to your new updated
address, If you did not request a
new card follow the steps via:

<a Smishing

Saturday, 9 Jul - 12:48

We've frozen your card --4938

to prevent fraud. Please open
your Revolut app to take required
actions.

21:09

Your new debit card is on the
way to your new updated
address, If you did not request
a new card follow the steps via:
revolut-card-cancel.com

C

Tap to load preview

13 min

News Article
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Current Landscape

- Proofpoint’s yearly report shows smishing attacks have significantly increased over the years.

« US FTC reports $470 million loss to text scams with $129k just towards Toll Scamsin 2024 .*



https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2025/04/top-text-scams-2024
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Current Landscape

.« Proofpoint’s yearly report shows smishing attacks have significantly increased over the years.

*

« US FTC reports $470 million loss to text scams with $129k just towards Toll Scamsin 2024.

- The research community lacks open-access up-to-date smishing dataset that could help identity
scammers’ strategies.

- MNOs is limited countries like the UK have implemented spam filtering solutions, but are restricted to
SMS.



https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2025/04/top-text-scams-2024

Department of Computer Science

Current Landscape

Proofpoint’s yearly report shows smishing attacks have significantly increased over the years.

US FTC reports $470 million loss to text scams with $129k just towards Toll Scamsin 2024.*

The research community lacks open-access up-to-date smishing dataset that could help identity
scammers’ strategies.

W
re

* htt

MNOs is limited countries like the UK have implemented spam filtering solutions, but are restricted to
SMS.

nile certain MNOs and governments have rolled out user reporting services (7/726/one-click

oorting), the exponential increase in user reports has led to additional noise due to spam.

s:-//[www.ftc.gov/news-events/data-visualizations/data-spotlight/2025/04 /top-text-scams-2024



https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2025/04/top-text-scams-2024
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Votivation

- Honeypots provide timely and accurate smishing data.
. |dentify new smishing campaigns.

- Understand evolving scammer strategies.
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- Ubuntu OS installed in a commodity
PC with a monitor

My 1334
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Q 8 192.168.8.1/default/en_USRoolshtmiTtypes=sms_inbox

= —
A
CharmelConrgl | TMe02.25 125431 From:+447423130836 Delete |
~ EVRL: Our driver faled to defiver to you today. Click here to check and track
redelivery dales: hitps:// ffice depot-reschedule-package.com

Time:02-13 12:54:25 From:WindowHelp Delete |

Hi Gordon, Get up o £2,000 discount on windows & doors! Limited Offer: k
windowsupgradescheme.co.uk/up-10-2000-discount OPT-OUT: Text STOP11 to
88440

Time:12-05 13:32:26 From:1231 Delete
Hifrom EE, how do you fancy 500 FREE mins and texts for up to 5 days? Just
reply YES by midnight 09 Dec and THEN top-up £5 or more within 7 days. Your 500
FREE mins and texts will be added once you've topped up. It's easy to top up from
\home by calling 150, or onfine on My EE. Terms: hitp/discover.ee.co.uk/95h0X3e8
'\Tex\ STOP 0 2040 10 opt out from all text message marketing

|

\
| Time:08-13 14:03:57 From:+447794984828 &)
Tired of overpaying for gas, electric or internet at SW19 7HX? We guaranteed
\\ Savings or we pay you double the difference! Reply YES for a free review.

| Time:07-27 10:42.12 From:1142 Delete
Hi, EE here. Remember that amazing add-on offer? I\'s still available] Gel
| unlimited data, minutes and texts for only £1 for 1 day. Just make sure you have £1
| balance and reply ONE. Hurry, offer ends midnight tonight! Terms: https/

| discover.ee.co.uk/8gj6u7M6 Text STOP to 2040 1o opt out from all text message
\ marketing

\ Time:07-24 11:59:00 From:+447451288187 &)
Do your windows still need attention at SW19 7HX? Time is funning out to
apply for your Window Recycling Funding - reply YES 1o claim up to £3000 today)
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Smisning
Honeypot:

- ~

[rastructure

« GOIP-8 (GSM VolP Gateway

- Ubuntu OS installed in a Commodity
PC with a monitor

- 10 Smartphones (Android and |

- USB Power Supply (10 outlets - 40W

My 1334
- v 0o &
B | wn Ll

Q 8 192.168.8.1/default/en_USRoolshtmiTtypes=sms_inbox
Ty

CharmelConrgl | TMe02.25 125431 From:+447423130836 Delete |
~ EVRL: Our driver faled to defiver to you today. Click here to check and track
redelivery dales: hitps:// ffice depot-reschedule-package.com

Time:02-13 12:54:25 From:WindowHelp Delete

Hi Gordon, Get up o £2,000 discount on windows & doors! Limited Offer: k
windowsupgradescheme.co.uk/up-10-2000-discount OPT-OUT: Text STOP11 to
88440

Time:12-05 13:32:26 From:1231 Delete
Hifrom EE, how do you fancy 500 FREE mins and texts for up to 5 days? Just
reply YES by midnight 09 Dec and THEN top-up £5 or more within 7 days. Your 500
FREE mins and texts will be added once you've topped up. It's easy to top up from
\home by calling 150, or onfine on My EE. Terms: hitp/discover.ee.co.uk/95h0X3e8
'\Tex\ STOP 0 2040 10 opt out from all text message marketing

|

| Time:08-13 14:03:57 From:+447794984828 &)
Tired of overpaying for gas, electric or internet at SW19 7HX? We guaranteed
\\ Savings or we pay you double the difference! Reply YES for a free review.

| Time:07-27 10:42.12 From:1142 Delete
Hi, EE here. Remember that amazing add-on offer? I\'s still available] Gel
| unlimited data, minutes and texts for only £1 for 1 day. Just make sure you have £1
| balance and reply ONE. Hurry, offer ends midnight tonight! Terms: https/

| discover.ee.co.uk/8gj6u7M6 Text STOP to 2040 1o opt out from all text message
\ marketing

\ Time:07-24 11:59:00 From:+447451288187 &)
Do your windows still need attention at SW19 7HX? Time is funning out to
apply for your Window Recycling Funding - reply YES 1o claim up to £3000 today)
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Smishing Honeypot: Seeding

. Generate synthetic personas using an open-source Python package -
Faker.®

* https://github.com/joke2k/faker »


https://github.com/joke2k/faker

i
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Seeding: Creating Personas on Social Media

. Create social media accounts using the synthetic personas. 09 Meta

o Publicly display name, profession, address, and mobile numbers in the
orofile/bio information.

12


https://github.com/joke2k/faker
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Seeding: Creating Personas on Social Media

@9 Pilot at ¥



https://github.com/joke2k/faker
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Seeding: Posting on Social Media

o Regularly post in English/German (based on the persona): Hi my name
s ... along with the mobile number and its country code.

14


https://github.com/joke2k/faker
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Seeding: Posting on Social Media

o August D

Hallo, meine Telefonnummer ist
+49

See translation

b



https://github.com/joke2k/faker
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Seeding: sharing Mobile Numpers as Lists

 Post all mobile numbers as a list (paste) over online clipboards. 5
PASTEBIN

o Make the paste public and available for a year so it is accessible to
SCammers.

16
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Seeding: Replying to Identified URLs/Numpers

- Enter the honeypot mobile numbers into
identified smishing URLS.

. Reply to identified smishing texts and e

Mobile numbers. Handynummer.

kannst du diese nummer

speichern und mir auf
WhatsApp schreiben?

17
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Results:

Ooverview

.« As of May'25, we have collected more than 120 smishing texts over SMS and other
encrypted medium - RCS/iMessage.

- We also receive 117 missed calls from plausible scammers.

- We observe various sender IDs - mobile numbers, emails and alphanumeric short-
codes that scammers apuse to send smishing texts.

- We identity bo
conversationd

th conversational and no

N-conversational scams in our data. While

scams lead to APP frauo

unauthorized fraud.

“non-conversational scams result in

18
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Kingaa9105distenj@hotmail.com

Das DHL-Paket ist im Lager
angekommen und kann
aufgrund unvollstandiger
Adressangaben nicht
zugestellt werden. Bitte
bestatigen Sie lhre Adresse im
Link innerhalb von 12 Stunden.

https://dhlolopos.top/com

(Bitte antworten Sie mit Y,
beenden Sie dann die SMS,
offnen Sie den SMS-
Aktivierungslink erneut oder
kopieren Sie den Link und
offnen Sie ihn in Safari.)

Das DHL-Team wunscht Ihnen
einen schonen Tag

Department of Computer Science

&

To evade detection, criminals send smishing
texts over encrypted medium - iMessage

and RCS.

19
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What 1s darcula? Cybercrime-as-
a-Service is a serious business

Das DHL-Paket ist im Lager darcula is a Chinese-language Phaa$ platform developed by a Telegram user sporting the same name, offering easy

angekommen und kann deployment of phishing sites with hundreds of templates targeting worldwide brands. Like other PhaaS actors, the
aufgrund unvollstandiger
Adressangaben nicht

zugestellt werden. Bitte |
bestatigen Sie lhre Adresse im Unlike_more typical phishing kits, darcula phishing websites can update in place to add new features and anti-detection

darcula group offers a paid monthly subscription to other criminals.

Link innerhalb von 12 Stunden. measures (that is, the kit does not need to be removed and then re-installed to benefit from new updates) functionality
https://dhlolopos.top/com Netcraft has observed directly. For example, a recent darcula update changed the kit to make the malicious content
available through a specific path (i.e. example.com/track), rather than the front page (example.com) to disguise the

(Bitte antworten Sie mit Y, , ,
beenden Sie dann die SMS, attack’s location.
offnen Sie den SMS-
Aktivierungslink erneut oder
kopieren Sie den Link und
offnen Sie ihn in Safari.)

LErarE

Das DHL-Team wunscht Ihnen ——— e - A

einen schonen Tag S Complete Article

EUSPSCOM

rarcenhops

ODPPO@® - - - = = o

20
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Smishing victims
to steal credit
card data,
apbused towards

card-not-present
(CNP) fraud.

Complete Article

Inside the Scam
Network

The scammers have tricked millions of people worldwide, including
thousands of Norwegians, through text messages. Who are they and how
do they scam us?

KL. 06:38 | OPPDATERT 8. MAI KL. 11:39

Journalist

A stream of text messages is being sent to mobile users across
the globe.

The messages are crafted to deceive us.
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Case Study 1

Law enforcement agencies send alerts to
victims whose details have been identified in
seized criminal databases.

22
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Case Study 1: Met Police S

Law enforcement agencies send alerts to Police text 70,000 victims in UK's
victims whose details have been identified in ~ biggest anti-fraud operation

seized criminal databases.

News Article

[=] s (=]

L

[=]

| Police raid a property in connection with suspected fraudsters 23
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Case Study 1: Our Honeypot Results

Parts Cost(p) CC Message

The Met Police has accessed a criminal service impersonating companies to obtain people's data.
R Your data has been accessed through this platform and we advise you to change any passwords that you use for your (Apple Pay) account.
Please be reassured that we have taken action to disrupt the platform, safeguarded your personal details and reported to Action Fraud on your behalf.

We understand this may be worrying but for further advice and support please go to the homepage of the Met Police website.

24
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Case Study 1: Our Honeypot Results

This text from the Metropolitan Police in the UK verifies the success of our mobile number

seeding methodology.

Sent Recd|From To Message
17 Apr 2024
The Met Police has accessed a criminal service impersonating companies to obtain people's data.
16:40:58 MetPolice 44 T Your data has been accessed through this platform and we advise you to change any passwords that you use for your (Apple Pay) account.
T Please be reassured that we have taken action to disrupt the platform, safeguarded your personal details and reported to Action Fraud on your behalf.

We understand this may be worrying but for further advice and support please go to the homepage of the Met Police website.

25
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Case sStudy 7

Criminals abuse SMS blasters/Fake
Base Stations/ IMSI* catchers to
broadcast smishing texts.

* IMSI - International Mobile Subscriber Identity 26
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Case Study 2: Incidence of SMS Blasters

Criminals abuse SMS blasters/Fake EEETEpEgr
Base Stations/ IMSI* catchers to
broadcast smishing texts.

I )

EE R R R R R R R R R Rl

Report Tell us about Apply or register Request Thanks and complaints

N News

Two people arrested in
connection with investigation
into homemade mobile
antenna used to send
ORI thousands of smishing text
* IMSI - International Mobile Subscriber Identity messages to the public

Complete Article

27
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Case Study 2: SMS Blasters in a Moving Van

Source Article
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Our Honeypot Results

Smishing texts impersonating UK Government
using GOV_UK sender ID received on
German mobile numbers at the same time
indicates SMS blaster abuse.

Timestamp Sender ID Text

Our records show that your tax
refund of £267.78 can now be
20/05/2024 18:19 GOV_UK claime. Please continue via:
https://govuk.hmrc.personal-
tax.top

13:08 ® A X X -

1S e GOV._UK
0 3 UK LTE 13:08

9 Save GOV_UK? X 13 g
Saving this number will add a new ‘

GOV_UK
contact

O LTE ' @

Text Message

Report spam  Add contact ‘ 201hi8y;2024/at18:19

Our records show that your tax
refund of £267.78 can now be
claime. Please continue via:
https://govuk.hmre.personal-
tax.top

Number changed to Secondary

Our records show that your tax

refund of £267.78 can now be : . ALTE A @
claime. Please continue via:

https://govuk.hmre.personal-

tax.top

Monday, 20 May 2024 - 18:19

9 Save GOV_UK? X
Saving this number will add a new

contact

Our records show that your tax refund of
£267.78 can now be claime. Please
continue via:
https://govuk.hmre.personal-tax.top

Report spam Add contact

18:19

Can't reply to this short code. Learn more

" 3UK LTE 13:08

GOV_UK > @ ‘

Text Message GOV_UK >
20. May 2024 at 18:20

Monday, May 20, 2024 - 6:20 PM

Our records show that your tax refund of
£267.78 can now be claime. Please

continue via:
Text M ge & S
Our records show that your tax 20. May 2026 L1819 https://govuk.hmrc.personal-tax.top

rTfynd (I)Dfl £267'78n§i323¥;,be Our records show that your tax
claime. Flease co : refund of £267.78 can now be

5 ' ‘ claime. Please continue via: Can't reply to this short code. Learn more
ax.top = ==

6:20 PM - Telekom SK

==/0.0

tax.top


https://govuk.hmrc.personal-tax.top
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Our

We notice a similar campaign
with a different domain on

German Mmobile numbers t

(NAT
we spotted on Jan, 21 20274

also indicatin
g abuse of
blaster. SMS

oneypot Resu

Save UK_Gov?

Saving this number will add a new
contact

Report spam Add contact

sunday, Jan 27,2024 « 3:47 PM

Our records show that your tax refund of
£267.68 can NOW be claime.Please continue

via: httgs://hmrc.uk.claim—he|g.tog to claim
your refund.

c

Tap to load preview

Can't reply t0 this short code. Learn more

sunday, Jan 21,2024 * 3:47 PM

HMRC:
Our records show that your tax refund of
267,68 can NOW be claime.Please continue

via: httgs://hmrc.uk.claim—he\g.tog to claim
your refund.

Link previews areé on.
Learn more of turn off in Settings.

please insert a SIM card to continue

UK_Gov

Text Message
21. Jan 2024 at 15 47

HMRC:

Our records show that your tax
refund of £267.68 can nNowW be
claime.Please continue via:

hity "f‘lw.!*'.vy "l‘;‘l\'\‘\g‘

to claifn your refund.

O A e

1o ® H O™ *

< @8 UK Gov

9 Save UK_Gov?

Saving this number will add a new
contact

Report spam Add contact

sunday, Jan 21, 2024 - 3:47 PM

HMRC:

Our records show that your tax refund of
£267.68 can NOW be claime.Please continue

via: httgs://hmrc.uk.c\aim—he\g.tog to claim
your refund.

Link previews are on.
Learn more or turn off in Settings.

can't reply to this short code. Learn more

o S o p—

¥,
e

i

T

e o et

T TR
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Keaways

Smishing is a continuously evolving cybercrime affecting users worldwide.

Key la

—

There is a lack of up-to-date publicly available datasets to study this threat.

Our smishing honeypot provides timely, accurate and complete smish.

't is possible to reproduce or/and scale the current infrastructure.

. The results support the efficiency of our seeding mechanisms.

sharad.agarwal@ucl.acuk ﬁ https://sharad1126.github.io

32
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