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Sup, chat!

• Cybersecurity implementation 
lead at Labyrinth
• Have a degree in CS
• nastiadorosh.work@gmail.com



Why even think about it? 

1. Open-source + and -
2. Increase credibility => gather more data
3. Know where to look during penetration 

testing
4. Know where the adversaries can look



Example: ZHtrap

https://blog.netlab.360.com/new_threat_zhtrap_botnet_en/ 



How to detect them? 

One basic rule:

Look for inconsistencies



Some notes

1. Decoys are investigated separately from env
2. We are okay with triggering them
3. Probabilities
4. Look at broader picture



What are we dealing with today? 

Test rabbits
Cowrie
Conpot
Dionaea
Glastopf

Some basic tools
nmap
shodan
telnet
netcat
nuclei
tcpdump/wireshark
etc.



Cowrie

https://github.com/cowrie/cowrie



Test rabbit #1
This is what we are working with:



Test 1: normal reaction to 
abnormal events
Send wrong SSH version string: Compare:

https://github.com/cowrie/cowrie/blob/e7b5fc319315554d7b9adfaab3cf28246efb
1df1/src/cowrie/ssh/transport.py



Test 2: basic instinct
Some dummy credentials worked



Test 3:  get hints from devs

https://github.com/cowrie/cowrie/blob/e3df70fd9c5cfaf063258511c041c99
f7ee793ea/docs/FAQ.rst



Test 4: simple commands
Useradd of honeypot:

Compare: 

Source: 
https://github.com/cowrie/
cowrie/blob/e3df70fd9c5cf
af063258511c041c99f7ee7
93ea/src/cowrie/command
s/adduser.py



Test 5: cherry on top

Check web



Conpot

https://github.com/mushorg/conpot/tree/master



Test rabbit #2



Test 1: Modbus

https://www.wevolver.com/article/modbus-tcp

https://support.industry.siemens.com/cs/document/109748867/type-
discontinuation-simatic-s7-200-products-?dti=0&lc=en-MY 

Function Code 43
(0x2B/0x0E)
Read Device Identification



Test 1: Modbus (extra)

https://github.com/nma
p/nmap/blob/master/sc
ripts/modbus-
discover.nse



Test 2: SNMP



Test 3: web

https://github.com/mushorg/conpot/blob/master/conpot/templates/default/http/http.xml



Test 3: web (extras)



Dionaea

https://github.com/DinoTools/dionaea



Test rabbit #3



Test 1: MySQL

Salt…



Test 2: FTP

https://github.com/DinoTools/dionaea/
blob/4e459f1b672a5b4c1e8335c0bff1
b93738019215/modules/python/diona
ea/ftp.py



Glastopf

https://github.com/mushorg/glastopf



Test rabbit #4



Test 1: web



Any automated tools?



Nuclei + templates
For example: by @UnaPibaGeek

https://github.com/UnaPibaGeek/ho
neypots-detection



Let’s test



Honeyscore by Shodan



Checkpot by Honeypot Project

https://github.com/honeynet/checkpot



Some resources for more

• Why Credibility is Key: The Truth about Honeypots
• A framework for fingerprinting ICS honeypots
• Detecting Honeypots via 'Flawed Logic' issues
• Gotta Catch ’em All: A Multistage Framework for Honeypot 

Fingerprinting
• New Threat: ZHtrap botnet implements honeypot to facilitate finding 

more victims
• Suspicious IP Addresses Avoided by Malware Samples

https://www.countercraftsec.com/blog/why-credibility-is-key-the-truth-about-honeypots/
https://www.slideshare.net/d3c0derhz/a-framework-for-fingerprinting-ics-honeypots
https://blog.unapibageek.io/p/detecting-honeypots-via-flawed-logic
https://dl.acm.org/doi/10.1145/3584976
https://dl.acm.org/doi/10.1145/3584976
https://blog.netlab.360.com/new_threat_zhtrap_botnet_en/
https://blog.netlab.360.com/new_threat_zhtrap_botnet_en/
https://isc.sans.edu/diary/30068


Thank you for your attention!


