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DICOM Standard/Protocol

Digital Imaging and Communications in Medicine
- International Standard developed in 1980s
- Medical Image Data and Metadata
- Storage and Transmission
- File Format
- Communication Protocol

Picture Archiving and Communication System
(PACS)

- Medical Imaging System
- DICOM or HL7 Protocol Interfaces
- HTTP Interface
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Issues
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Outdated Protocol Exposed Devices No Effective Authorization

Lacking Security Features ~14.000 Health Devices Less Than 1%**
and Data Systems™

5.100 DICOM Servers*

*https://censys.com/blog/state-of-internet-of-healthcare-things
**https://i.blackhat.com/EU-23/Presentations/EU-23-Yazdanmehr-Millions_of_Patient_Records_at_Risk.pdf
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Story Time

“We have become aware of an IP address that appears to
be exposing patient data directly to the internet, without
authentication”

“‘We've barely dug into the content here, and we see
examples of patient names, patient images, and social
security numbers that appear to be linked to Danish
citizens”

— Detection of DICOM + PACS on the server
— Students DICOMHawk on a Cloud in Norway

Technical University of Denmark

Security Team 15:00 @ <
7 toUs ¥

Hej DTU Compute,

Vi har blitt kjient med en IP-adresse som
virker & eksponere pasientdata direkte pa
internett, uten autentisering.

Vi har sa vidt gravd i innholdet her, og vi
ser eksempler pa pasientnavn,
pasientbilder og personnummer som virker
a veere knyttet til danske borgere.

Mvh,
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DICOMHawk Development

Github
— https://github.com/honeynet/DICOMHawk

Creator & Initial Developer:

— Georgios Theodoridis

Lead Developers Version 2.0:
— Alexandra Babanuta

— Nawras Mouala

GSoC 2025

— Anshika Sharma

— Emmanouil Vasilomanolakis, Karina Elzer,
Georgios Theodoridis
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Architecture

Technical University of Denmark
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DICOM Server

DICOM Server
- Functional Basic Operations
DICOM Server Functionality _ El’rOr Han dlln
7 & 9
- Python Native
C-ECHO C-FIND C-GET
- Real Files with Fake Metadata
C-STORE C-MOVE
\_ p - Dynamic Data/Responses

Honeytokens and honeyfiles

a N

- Additional Deception

P N P - Injected Files
@ (O
55 5@ — Realistic Interactions Possible
DICOM File Honey URL DICOM "file.dcm.uri"
Canary Honeytoken file Honeyfile
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Web API

 Web Interface — PACS

Web API

 Fake Routes

« Honeycredentials @

Web interface

« Same Data as DICOMServer
Honeytokens and honeyfiles

— Not just stand alone DICOM, / | \ ™

Additional Service @ s C@
—_ (]
@ ®

robots.txt Honey credentials DICOM "file.dcm.uri”
file Honeyfile

S o
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Dicompot Comparison

DICOMHawk Dicompot

— High Interaction — Low/Medium Interaction
— Additional Service + Deception — Less Realistic

— Not Recognized as Honeypot (by — Can be Fingerprinted

Shodan)
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EFME Edit View Image Filter Movie Tools Selection 3D Model Databas Options  Help

Search DICOM Node
Study date from

Today Stud. Patient Name Patient ID Sex | Birth Date Institution Accession Number  Study ID Study Date Study Description Modaliti... Files  J C-GET ~ Retrieve Protocol
00/03/2025 @
Yesteruay Study date to
Search Al Search Dates
- % Send s To Nod
DICOM Node To Query And Retrieve
NETHR "= SendFolder To C-STORE SCP

Cloud Azure

Search Criteria (Optional 8 Show Series List

Patient Mame Patient ID @ Open Fies When Retriaved

E View Network Job Queue
Sex (O pate of birth

Al ~ 0 025 Network Activity
Accesson umber Instruton s seres___________________________lirersramy

Serie.. Patient Name Patient ID Modali... | Referring Physician Series Number  Series Date Series Time Series Description Files in series

Referring Physician
Clear Fields

ries  WFFrames == mPR ‘@ 30 Model B Datal

Selection mode: Range Study Frames: Series Frames: Active Frame:
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Current Results

DICOMHawk Total
« 01.01.2025 — 15.05.2025 -m
* Open Ports: 104 All 126 655
« Only Scanning, No Interaction

Censys 60 163
Shodan 26 408
Internet 25 48
Measurement

Onyphe 5 10
Cloud 4 12
Internet Census 3 5

China ISPs 3 9
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Current Results

DICOMHawk All 126 655 648 1789
« 01.01.2025 — 15.05.2025 Censys 60 163 173 243
* Open Ports: 104 Shodan 26 408 15 123
« Only Scanning, No Interaction Internet 25 48 - -
Measurement
Onyphe 5 10 47 49
Dicompot Cloud 4 12 101 966
« 12.01.2025 - 30.04.2025 Internet 3 5 13 16
* Open Ports: 104 + 11112 Census
» 5 Interactions (Same IP) China ISPs 3 9 10 11
Palo Alto - - 203 260

Other - - 86 221
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