
101 REVERSING

ANDROID MALWARE

Hugo Gonzalez

The Honeynet Workshop - Jun 4, 2025



CONTENT

Whoami

Objective

Why reversing

Android introduction

Tools

Crackmes (3)

SMSStealer - find url

Scareware - find the password

New one ???

Conclusions



WHOAMI



OBJECTIVE

Give a brief introduction about Android platform and

how to reverse engineering APKs to find the malicious

or interesting part using open source tools.



WHY REVERSING

Open question



WHY REVERSING

1. Understand malware behaviour

2. Develop detection signatures

3. Identify vulnerabilities

4. Attribution

5. Threat Intelligence (IoCs)

6. Help in incident response



ANDROID







Stack



Apkfile





Conceptual dexfile



Dexfile



WHERE TO START?



Manifest



Main Activity

Receivers

Filters

Intents



WHERE TO GET APKS?



TOOLS

Android Studio

Android Emulator

Apktool

Smali

dex2jar

smali_emulator



BASICS OF STATIC ANALISYS

unpack

Manifest

Entries

Strings

Permissions

Specific Code



CRACKME 1



CRACKME 2



CRACKME 3



SMSSTEALER



SCAREWARE



FRESH SAMPLE MALWARE

Crocodilus



CONCLUSIONS
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