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WHOAMI



OVERVIEW

Give a brief introduction about the main banking

trojans affecting LATAM, with their origins and

similarities. Review some past and actual campaigns.

It is an important topic because the increasing activity

since 2023 and the slowly expansion to Europe. This a

heavely localized and adaptative malware. It is

afecting the trust in digital banking.



MAIN BANKING TROJANS

Coyote

Casbaneiro (Metamorfo)

Javali

Mekotio (Melcoz)

Grandoreiro

URSA/Mispadu



COYOTE

First Detected: 2024

Spread: LNK files, PowerShell, Squirrel installer

abuse

Targets: 61 Brazilian banks

Features: Uses .NET for modular payloads,

credential theft

Reference: Blackberry Blog:

https://blogs.blackberry.com/en/2024/07/coyote-

banking-trojan

https://blogs.blackberry.com/en/2024/07/coyote-banking-trojan
https://blogs.blackberry.com/en/2024/07/coyote-banking-trojan


CASBANEIRO (METAMORFO)

Origin: Brazil

Spread: Fake software updates and tax emails

Capabilities: On-screen overlays, clipboard hijacking

Targets: Brazil, Mexico

Known for frequent code updates



JAVALI

Origin: Brazil (Tétrade)

Spread: Malicious attachments via email

Capabilities: Fake login overlays, screenshot and

keystroke logging

Targets: Brazil, Mexico



MEKOTIO

Origin: Brazil (Tétrade group)

Spread: Phishing emails with MSI installers

Capabilities: Screenshot capture, keylogging,

credential theft

Targets: Brazil, Mexico, Chile, Spain

Resurgence in 2024

Reference: The Hacker News, July 2024:

https://thehackernews.com/2024/07/experts-warn-of-

mekotio-banking-trojan.html

https://thehackernews.com/2024/07/experts-warn-of-mekotio-banking-trojan.html
https://thehackernews.com/2024/07/experts-warn-of-mekotio-banking-trojan.html


Mekotio attack flow



GRANDOREIRO

Origin: Brazil (Tétrade)

Delivery: Smishing and fake tax notices phishing,

fake PDF with captcha

Capabilities: Remote desktop access, form injection,

screen control

Targets: Brazil, Mexico, Argentina, Spain

1,500+ banks affected globally

Reference: Securelist, Kaspersky:

https://securelist.com/grandoreiro-banking-

trojan/114257

https://securelist.com/grandoreiro-banking-trojan/114257
https://securelist.com/grandoreiro-banking-trojan/114257


Grandoreiro attack flow

Interactive view

file:///home/hugo/stuff/Honeynet2025/talk/grandoreiro.html


Grandoreiro captcha

Yara rule to recognize the button



URSA/MISPADU

Threat Actor: Malteiro

Spread: Phishing emails with fake documents

Capabilities: Overlay attacks, credential harvesting,

screenshot and mouse control

Targets: LATAM and some Europe countries Italy,

Poland and Sweden.

Active: Ongoing campaigns since 2019, surged in

2023–2024

Reference: The Hacker News, April 2024:

https://thehackernews.com/2024/04/mispadu-trojan-

targets-europe-thousands.html

https://thehackernews.com/2024/04/mispadu-trojan-targets-europe-thousands.html
https://thehackernews.com/2024/04/mispadu-trojan-targets-europe-thousands.html


Looking for some samples for my malware analysis

class I got a sample of this

Same panel and same obfuscation, so I been

tracking for a few months with less resources



2023 CAMPAIGN TARGETING

MEXICO

Everything starts with an email!



Deployment



2025 CAMPAIGN TARGETING

MEXICO

Main differences

More steps at the begining

Geo fenced

Multiple redirections

Using https

Same control panel

Same obfuscation on the VBS



Deployment



Deployment

Interactive view

Interactive view with IoCs

file:///home/hugo/stuff/Honeynet2025/talk/ursa2025.html
file:///home/hugo/stuff/Honeynet2025/talk/ursa2025iocs.html


DEOFUSCATION

Deobfuscate the strings to obtain the next payloads

url. I’m lazy, so steps …

Manual function identification

Manual key identification



Obfuscated





Bash



Python



Result



Trends:

Growing abuse of legitimate tools

Phishing remains dominant vector

Trojans becoming modular and stealthy



Mitigations:

Implement multi-layered email filtering (block

MSI, LNK, scripting)

Use EDR/XDR for behavior-based anomaly

detection

Enforce MFA on all financial applications

Educate employees about localized phishing

tricks

Segment and monitor financial user endpoints

Threat hunting based on TTPs and YARA

i t



CONCLUSIONS

Banking trojans in LATAM are resilient and adaptive

Brazil and Mexico are high-risk zones

Constant evolution in distribution and obfuscation

tactics

Stronger collaboration between institutions is

essential



COMMERCIAL BREAK

New interactive version to be released

Transform yaml -> html (take picture)

CTIdiagram

https://ctidiagram.com/
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