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HoneypotAttacker

Deception how it is

It’s a real

machine!



HoneypotAttacker

Deception how it is



Attacker

Deception the other way

Analyst Machine

It’s a real software!



Malware visible in plain sight

You see the 
malware on the 

filesystem.

You see the 
malware in 

memory.

Still, you don’t realize it’s malware.



The case for today
You are a network analyst.

Your job is to inspect suspicious domains
and check if they are related to malware.

Domain name from SIEM: eventuallogic[.]com

Objectives for today:

• Is the domain malicious?

• If so, what is the infection chain?

• If so, what is the malware type?



Checking the domain

Not many clues. 1 detection out of 97 

may be a false positive



Checking the domain
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eventuallogic[.]com

decrypt.exe

JoeSandbox



Checking out decrypt.exe

Was found inside a decrypt.zip file
The VirusTotal detection scores have been hereinafter adjusted to match the ones observed in December 2024 (time of research), to make the demos look realistic. 



Checking out decrypt.zip

decrypt.zip was downloaded from

decryptables[.]com
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Checking out decryptables[.]com

decryptables[.]com communicates

With “Let’s Compress.exe”
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Checking out Let’s Compress

6 detections, some of them related to PUAs



Malware vs. PUA

Malware

Software that 
clearly conducts 
malicious actions 
(e.g. backdoors, 
ransomware)

PUA

Software that is 
not malicious by 
itself but is still 
unwanted 

(e.g. adware)



Checking out Let’s Compress

This file is signed!



Checking out Let’s Compress

It’s a real tool!



Checking out Let’s Compress

29 July 2024

23 May 2024



A discussion on X / Twitter

30 December 2024

https://x.com/SecurityAura/status/1873460044706275459



A discussion on X / Twitter



A discussion on X / Twitter



Software window

Sign of a PUA



Is Let’s Compress a PUA or a malware?

What do you think?

It’s a PUA, we 
start examining 

other clues

It’s malware,
we continue 
looking at it
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Folder contents

Let’s scan them for the domain name we saw!



Folder contents



Folder contents

Found an executable named “update.exe”



Getting the PCAPs

Download sandbox PCAP from VT



Traffic analysis

decrypt.zip in sight



Traffic analysis

Find an anomaly here



Traffic analysis

Base64(“update.exe”)
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Decrypting the archive

What is the archive password?
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Dumped file contents

Python compiled file (PyInstaller)



Python malware analysis

Step 1: extract executable contents

with the pyinstxtractor tool



Python malware analysis

Step 1: extract executable contents

with the pyinstxtractor tool

Step outcome



Python malware analysis

Step 2: convert main.pyc to Python code



Python malware analysis

Step 2: convert main.pyc to Python code

Step outcome: file is obfuscated



Python malware analysis

Step 3: deobfuscate file with bonedensity tool



Python malware analysis

Step 3: deobfuscate file with bonedensity tool

Step outcome: can read Python code



Python malware analysis

Incorrect decompilation



Python malware analysis



Decrypted configuration



Outcome

Objectives for today:

• Is the domain malicious?

• If so, what is the infection chain?

• If so, what is the malware type?



Outcome

The 
eventuallogic[.]com 

domain name

is malicious.

Infection chain: user 
downloads Let’s 

Compress software with 
a malicious updater

Malicious capabilities:

backdoor, infostealer



Lessons learned

Keep PUAs

out of your network.

They can deceive you

very easily.



Thank you!

Feedback form My LinkedIn My Twitter / X
https://x.com/kucher1nhttps://linkedin.com/in/georgy-kucherin


