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Cyber security analysts problem  

Cyber security analysts are: 

● understaffed 

● overworked 

● working 24/7 

ref: Bitlyft

ref: DarkReading

ref: AECS



Automate, automate, automate 

● Overwhelmed by security alerts 

● Stuck in repetitive and boring tasks 

● Burnt-out myself 

 

 

We needed to start to automate our most 

common workflows. 



The bottleneck: acquisition of threat intelligence context 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IntelOwl was born 

Born in Certego at the start of 2020, it is a great example of a 
successful Open Source project: right now it is one of the most 
popular Threat Intel projects on GitHub (>4k stars). 
 
IntelOwl provides data enrichment of threat intel artifacts (IP, 
Domain, URL, files, PCAP, hash, etc). 



IntelOwl solution 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IntelOwl: Plugins 



IntelOwl: How to use the platform 



IntelOwl: Phishing verification 

You get a link to an URL inside a suspicious email. Could it be phishing?

IntelOwl is integrated with tons of external services which can be queried to understand whether an URL is 
malicious or not and which kind of threat it poses: Reputation Services, DNS Resolvers, WHOIS services, 
Passive DNS services, URL Sandboxes, Threat Intel Platforms, Information Sharing Platforms, etc

Those are all pre-built in the default installation.



IntelOwl: Scan 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IntelOwl: Roadmap 



IntelOwl: Data Model 

Each analyzer generates a JSON report with a different structure, keys and data. 



IntelOwl: Data Model 

Users need to read them…



IntelOwl: Data Model 

…And understand  them



IntelOwl: Data Model 

Data model allows analyzers to normalize the output.



IntelOwl: Data Model 

In this way the analyst just needs to understand the data model format.



IntelOwl: Data Model 

In this way the life of security analysts is easier.



IntelOwl: User Events 

User events allow users to generate reports about analyzables.

Analyst User 
event



IntelOwl: Engine 

Engine combines analyzer’s data models and user reports to provide an evaluation of the analysis.
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Give us YOUR ideas! 



Thank you for listening! 

intelowlproject/IntelOwl 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